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MOTIVATION AND BENEFITS

ISO 27701:2019 can be used to verify compliance with privacy regulations
and is an extension to ISO 27001. The standard adds a wide range of

aspects relevant to the protection of privacy.

The official name of the standard is, ISO/IEC 27701:2019-08 — Information
technology — Security techniques — Extension to I1SO/ IEC 27001 and ISO/IEC
27002 for privacy information management — Requirements and guidelines.

The title already indicates the thematic relation within the ISO 27000 family
of standards and shows how strongly information security and privacy are
connected. Both standards, as well as the combined management system
are based on the principles of confidentiality, integrity and availability of
data and information. Therefore, an interaction of these ISO standards is

not surprising and implementing them together is highly recommended.

In addition to the Information Security Management System (ISMS) in ISO
27001, I1SO 27701 provides specific guidance for implementing a Privacy
Information Management System (PIMS) — as an integral part of the
existing ISMS, specifically extended to include data privacy aspects. The
PIMS provides better control over Personally Identifiable Information (Pll),
gives an opportunity to manage this Pll and, if desired, share it with other

users.

With an implemented management system according to ISO 27701, an

organization achieves systematic further development, including
optimization of processes in the area of protection of privacy. Internal and
external audits support this process.

The benefits of a certification for organizations are therefore obvious:

« It provides a systematic and clear management tool and control system
for all privacy protection issues that need to be addressed and for the
treatment of sensitive data and Personally Identifiable Information.

« It proves that the handling and processing of Personally Identifiable
Information complies with the requirements of the GDPR (General Data
Protection Regulation).

« The risk-based approach can identify and prevent possible areas of
liability at an early stage.

» The integrated approach of a PIMS for information security and privacy
has several advantages of integrated management systems, such as
rapid implementation, a common risk management process and a

significant increase in efficiency due to numerous synergy effects.

CIS is one of the first internationally accredited providers to offer the
certificate “Privacy Information Management according to ISO 27701” — as
an addition to I1SO 27001 — which provides objective evidence that your
organization complies with the privacy protection requirements of the GDPR.
The certificate creates confidence — both internally and externally — and is a

clear signal on the market

OBJECTIVES

e Increases legal certainty and transparency

e Ensures sound mechanisms for the protection of privacy

e Increases the competence for the protection of privacy

* Minimizes the risk of data breach and possible consequences

« Creates confidence with existing and potential customers

TARGET GROUP

This standard includes the requirements for comprehensive protection of
data and information. The requirements set out are generic and are intended
to be applicable to all organizations, regardless of type and size, sector or

legal form.

REQUIREMENTS

Prerequisite for a successful certification according to ISO 27701 is a valid
ISO 27001 certificate. Due to the content-related similarity with
information security, the new extension to protection of privacy can be
built on existing systems and structures. For many organizations this means
only little additional effort. In particular for organizations that already
comply with the GDPR, it can be assumed that most parts of the
requirements and measures have already been implemented, as ISO 27701
is to a large extent built on the regulations of GDPR.
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